Update manual of Infineon TPM firmware for
Windows 10

Introduction

e When you will update, the TPM must be enabled.
If you are not using TPM now, update it when you use it.

e When you will update, you must have administrator privileges.

¢ Please backup your data.

e When update TPM firmware, the data in TPM is lost.

o If you are using any apllication of using TPM, please follow the instructions of the application.

e If you are using Virtual Smart Card with TPM, the information of Virtual Smart Card is lost.

e If you are using PIN of Windows with TPM, you can not use the PIN you are currently using after
updating.
If you have set the sign-in to PIN, please change the setting so that you can sign in with a non-PIN.

Preparation

e Exit all other applications.
e Connect AC adaptor.
e Suspend or turn off BitLocker.

Information
How to suspend or turn off BitLocker

Select "Suspend protection" or Trun off BitLocker" from Manage BitLocker.
To show Manage BitLocker following steps.

e Settings -> Enter "Manage BitLocker" in search
e File Explorer -> This PC -> Right click on Local Disk(C:) and select Manage BitLocker

When you restart the system, the protection is resumed.
If the system restarts before executes udpate tool, suspend BitLocker again.

How to clear the TPM

Execute tpm.msc and select Clear TPM. The system is restarted and displaied "TPM configuration change
was required to State : Clear".
Please select "Execute".

1. Confirm version of firmware

Execute tpm.msc.
Confirm the Manufacturer Name is "IFX" and Manufacturer Version is "4.31" or "4.32".
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2. Extract update package

Execute EPXXXXXXXXXX.eXe.
Please select the target folder to extract.

3. Make pre-configuration for updating

Execute "Save.bat" which included in extracted folder as administrator.

Right click on "Save.bat" and select "Run as administrator".

If showed dialog of User Account Control, select "Yes".

Confirm that a windows is opened and "Success to set the registry" is displayed.
Press any key to close the window.

4. Clear TPM

Clear the TPM. (See "How to clear the TPM).
If BitLocker is enabled, suspend or turn off BitLocker before clear TPM.
The system restarts. Wait for the restart to be completed.

5. Confirm preparation

Confirm AC adaptor is connected.
Confirm BitLocker is suspened or turned off.

6. Execute update tool

Execute "IFXTPMUpdate_TPM12_r0103.exe" which included in extracted folder.
If showed dialog of User Account Control, select "Yes".




7. Update procedure
7-1. License agreement

Check "Accept the terms of this license agreement"”, and select "Next".

™ Update TPM Firmware X

Welcome

This wizard helps you update the firmware of your computer's Trusted Platform Module.
The Owner Password is required to perform this update.

To continue, accept the license agreement and click "Next".

Infineon Technologies AG o)
INFINEON FIRMWARE UPDATE PROGRAM AGREEMENT

BY DOWNLOADING AND/OR USING (INCLUDING COPYING) THE SOFTWARE, LICENSEE
AGREES TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF
LICENSEE DOES NOT AGREE TO ALL TERMS AND COMDITIONS OF THIS AGREEMENT,
LICENSEE (INCLUDING YOU) SHALL NOT DOWNLOAD AND/OR USE (INCLUDING
COPYING) THE SOFTWARE.

1. DEFINITIONS
1.1 “Agreement” means this Infineon Firmware Update Program Agreement.
1.2 “Integrator” means (i) any entity that integrates or lets integrate Licensor

Hardware into hardware products; and/or (ii) any entity that develops or lets develop  w

[JiAccept the terms of this license agreement

< E3(B) FAN) = vl NILVT

7-2. Check conditions of update

When all conditions are satisfied, you can select "Next".
Please select "Next".



“.T Update TPM Firmware

Check platform details
@ Update to version 43410102 possible

Hide Details

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9655 TT 1.2)
Firmware Version 4.31.706.0 (64 remaining updates)
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Error pattern

A) The TPM is not target of update.

TEI Update TPM Firmware

Check platform details

e Update not possible {(This proeram updates Infineon TPM1.2)
Hide Details
The TPM vendaor is not supported.

Manufacturer Name: MSFT, Manufacturer Version: 8213.275, Specification Version: 2.0

Refresh

RAN) > ot AT

There is no need to update.

B) AC adaptor is not connected.



Tp.f Update TPM Firmware

Check platform details

e Update to version 4.34101 02 possible (note the warnings)

Hide Detail§

Trusted Platform Module 1.2 {Infineon Technologies AG, SLB 9655 TT 1.2)
Firmware Version 4.31.706.0 (64 remaining updates)

Preconditions:

Q System is running on battery.

Please check the readme for details about preconditions.

Refresh

< E3(B) FAN) > ol AT
Connect AC adaptor and select "Refresh"
C) BitLocker is still enabled.
Tp.f Update TPM Firmware
Check platform details
9 Update to version 43410102 possible (note the warnings)
Hide Details
Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9655 TT 1.2)
Firmware Version 4.31.706.0 (64 remaining updates)
Preconditions:
Q BitLocker Drive Encryption blocks firmware update.
Please check the readme for details about preconditions.
Refresh
< E3(B) RAN) > ol AT




Suspend or turn off the BitLocker and select "Refresh".

D) The TPM is already updated.

T!T Update TPM Firmware

Check platform details

o The TPM already runs the firmware included with this program or a newer
one.

Hide Details

Trusted Platform Module 1.2 (Infineon Technologies AG, SLB 9655 TT 1.2)
Firmware Version 4.34.1010.2 (63 remaining updates)

Refresh

< E3(B) ZNN) > Frotil NLT

There is no need to update.

E) Need to input the owner password.



TF:‘ Update TPM Firmware X

Frovide the Ower Password

Your system has not stored a valid Owner Password which reguired to perform the firmware
Uplate.
You can either type in the pessword or get it from the Owner Passwornd Backup File.

—> | have the Owner Password Backup File

— | want to enter the Owner Password

< E3(B) KNN) > vl ~IVT

If you know the owner password, enter the password.

If you have file of owner password, specify the password file.

If neither is available, you need to clear the TPM. To exit the tool, select "Cancel".
For clearing the TPM, see "How to clear the TPM"

Resume from step3.

7-3. Execute update

Select "Update".
Do not suspend, hibernation, restart or shutdown the system.



TF.:'_‘ Update TPM Firmware

Ferform the update

The TPM firmware will be updated to version 4.34,1010.2 next. Note that the computer must
be restarted before the TPM can be used again.

The following steps will be performed:

*Se‘[ up update process
*Initialize update

* Perform update
*Verify update

* Clean up

| Close all other applications. Do not log off, shut down, switch to sleep or hibernation
maode, or unplug the power cord while the operation is in progress.
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7-4. Wait to complete the update

When showed this screen, update is complete.

TF.E Update TPM Firmware

Ferform the update

The TPM firmware will be updated to version 4.34.1010.2 next. Note that the computer must
be restarted before the TPM can be used again.

The following steps will be performed:

OSet up update process
OInitiaIize update
operform update ... 100%
o\ferify update

9 Clean up

The computer must be restarted before the TPM can be used again. Please save all unsaved
work in all user sessions before restarting.

Restart computer

< E3(@) vl AT




8. restart the system

Check "Restart computer" and select "Close".
The system will restart.

T!T Update TPM Firmware X

Ferform the update

The TPM firmware will be updated to version 4.34,1010.2 next. Note that the computer must
be restarted before the TPM can be used again.

The following steps will be performed:

QSet up update process
Olnitialize update
OPerform update ... 100%
QVerify update

0 Clean up

The computer must be restarted before the TPM can be used again. Please save all unsaved
work in all user sessions before restarting.

Restart computer
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9. Resotre changed settings

Execute "Restore.bat" which included in extracted folder as administrator.

Right click on "Restore.bat" and select "Run as administrator".

If showed dialog of User Account Control, select "Yes".

Confirm that a windows is opened and "Success to restore the registry" is displayed.
Press any key to close the window.



